S (S1e S9U 031 (e Sd (Y9 S HS
solicl gy )l Ho olis sl (s Hs

5> 50Lo Loz dws (6 i 1305 ¢ (55 Liis dpnas

Ol s ool ol ccnledol saSliils (b 09,5 )

Olnl ol b JT Jle (550l dunnge o qutigs 5 (18 0S8l igealS 09,5 T
Ol ohisle (oluns p Jlo (90l dumgo ousdipn 5 (3B 0aSils (iguralS 09 5T

ouS>

00 S 395 41 39y 0l 9 10 3093 L lKiws (i pii] ol o L 34 5b 31 g lwl e ls y s (6l Gl )17 51 ooliuwl
ol W gy 45 yebylon T o0 S99 ity Wil cilizko ol Mo ¢ slie! G )5 51 oolitw] Casguixo HUS 43 .09 o0
I oly Judo (e 41 3940 g0 LT (4l yiiien 9 LSS 1,55 e go ol (45 WS (o0 591 15 095 S 9, 38 Lo (g s 59y
G esls g,y ool 31 (K aibly o0 Codl Flo (g likel (sl )1 )0 il I (6 Rl 3 (S (ST S (Sl s
Gradient b sy alis o 55 il (o0 a3 ol 33 Flaws (52 5 Copod b 31 (K 1S 5 <85 ig381 45 ol (il (5 53 5
TP LUhe) oS5 b g (T owadtenr Jlosl b 00,5 (g 1) s (lilo (610l 5 (cne (L9 4c g0 5 ) 45 Boosting
Js‘.\.}'.c ‘_gl.b g;‘ﬁ) t!;’)'? b |) XGBoost 9 nghtGBM N‘”)Si" 99 6&[.@,.&.0 Q;") IO RO (S0 Do |) ua.».‘&m.t cds 9 u»&b‘ |) s
alwgs oo Cules 10 9 03905 waS 5 100339 9 03l (635 Silio (ruozmi G Dg ) 3 eoliiwl b 1) LT (s 03,5 dumglin ;550
U Sig owaiteo Jlos! 51 w50k, Juw il ooy b 5, Accuracy g Precision 3 F1-score g Recall g AUC sl» Lo

A3/ g AAIYA AQ/TD A+/BY AB/+A Joleo golacl &1 5500 25, G bgy 6l p w5 & 13039 S aSibeo gy 31 oolisuwl
S (o9 Lol 9 (o iy 8D Sguty 3O (3w Ay WS U 100339 (6 35 (uSlen 9 (S 19 (owiiten bl (] 3 ol o

S 0010 raozxd (6 pS b (5 kel ©)5 (ol andld 1 gualS 519

Combination of Ensemble Data Mining Methods for
Detecting Credit Card Fraud Transactions

Saeid Bakhtiari*, Zahra Nasiri, Mohsen Yazdinejad and Seyed Mohammad Sadegh Hejazi
! Department of FATA, faculty of engineering, Amin University, Tehran, Iran

2 Department of Computer Engineering, faculty of engineering, Ale-Taha Institute of Higher
Education, Tehran, Iran

3 Department of Computer Engineering, faculty of engineering, Pardisan Institute of Higher
Education, Mazandaran, Iran

Abstract

As we know, credit cards speed up and make life easier for citizens and bank customers. They can use it
anytime and anyplace according to their personal needs, instantly, quickly without worrying about carrying
a lot of cash with more security. Together, these factors make credit cards one of the most popular forms of
online banking. This reason has led to widespread and increasing use for easy payment for purchases made
through mobile phones, the Internet, ATMs, and so on. Despite the popularity and ease of payment with credit
cards, various security problems are increasing day by day. One of the most important and constant
challenges in this field is fraud detection in credit card transactions all around the world. Due to the increasing
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security issues in credit cards, fraudsters are also updating themselves. In general, as the popularity of using
credit cards grows, more fraudsters are attracted to it, and credit card security comes into play. So naturally,
this worries banks and their customers around the world. Meanwhile, financial information acts as the main
factor in market financial transactions. For this reason, many researchers have tried to prioritize various
solutions for detecting, predicting, and preventing credit card fraud in their research work and provide
essential suggestions that have been associated with significant success. One of the practical and successful
methods is data mining and machine learning. One of the most critical parameters in fraud prediction and
detection in these methods is fraud detection accuracy. This research intends to examine the Gradient
Boosting methods, such as LightGBm and XGBoost, a subset of Ensemble Learning and machine learning
methods. By combining these methods, we can identify credit card fraud transactions, reduce error rates, and
improve the detection process, which in turn increases efficiency and accuracy. This study compared some
typical methods like Random Forest, Logistic Regression, and Navie base with LightGBM and XGBoost
algorithms. In this paper, we proposed to merge LightGBM and XGBoost using simple and weighted
averaging techniques and then evaluate the models using AUC, Recall, F1-score, Precision, and Accuracy.
The proposed model provided values of 95.08, 90.57, 89.35, 88.28, and 99.27, respectively. In addition, we
developed features by feature engineering techniques and then applied the feature engineering phase to the
models. The results show that applying the feature engineering phase to the weighted average approach
significantly improved prediction and detection accuracy.

Keywords: Fraud Detection, Credit Card, Ensemble Learning, Data Mining
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Algorithm 1. The training of LightGBM

. . .. N
Require: input: Training set {(x, .y, )}
Ensure: output: LightGBM model y "
Step 1. Initialize the first tree as a constant:
Yi(O) =f,=0
Step 2. Train the next tree by minimizing the loss
function:

f,(x;)=arg minL(yi Ly +ft(xi))
fi

Step 3. Get the next model in an additive manner:
yim :yAi(lil) +ft (Xi )
Step 4. Repeat the Step 2 and Step 3 until the

model reaches the stop condition.
Step 5. Obtain and return the final model:
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Stepl: Y =M (x)+error

Step2: error =G (x )+error2

Step3: error2=H (x )+error3

Step4: Y =M (x)+G(x)+H (x)+error3
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Algorithm 1. The training of XGBoost

Require: input: Training set {(xi Y, )}

N
i=1
Ensure: output: XGBoost model y

Step 1. Initialize the first tree as a constant;

+(0)
Yi

Step 2. Train the next tree by minimizing the loss
function:

=f,

1 (ZieT,_ 9i )2

(Z:ieTR 9 )2

N .
{(Xi Vi )}i:l =59l aegene 169979
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Step 3. Get the next model in an additive manner:
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h :6 L(yi Y )

i P ~i(t 1)
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Vi(t) = Yi(til) +f.(x})

Step 4. Repeat the Step 2 and Step 3 until the model
reaches the stop condition.
Step 5. Obtain and return the final model:
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t=0
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Table 2- The best parameters of the LightGBM algorithm
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num_leaves 200 - 600 256
feature_fraction 0.3-0.6 0.5
bagging_fraction 0.3-0.7 0.4
min_data_in_leaf 40 - 140 80

max_depth -1,5:11 -1
learning_rate 0.002 -0.01 0.01
reg_alpha 0.01:1 0.01
reg_lambda 0.01:1 0.01
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Table 3- The best parameters of the XGBoost algorithm
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max_leaves 50 - 400 72
min_child_weight 0-10 2
max_depth -1,5 0
learning_rate 0.002-0.05 0.04
reg_alpha 0.01:1 0.01
n_estimators 800-1000 800
Subsample 0.7-0.9 0.74
colsample bytree 0.5-1 0.89
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Table 4. The Result of Light GBM

;}.‘3 ‘5""““'&‘ )| solawl G99 ;)43 Gwd.a.q,o )| solaw! b
Fold | AUC Acc. Recall Prec. F-Meas.| AUC Acc. Recall Prec. F-Meas.
1 |91.14 98.10 83.82 57.05 67.89 |92.24 98.23 85.95 59.07 70.02
2 |9219 9890 8491 87.34 86.11 |93.09 99.07 86.60 89.86 88.20
3 19332 99.10 87.06 88.87 87.95 |94.24 99.21 88.87 90.09 89.47
4 |93.60 98.89 87.87 84.39 86.10 |95.12 99.21 90.69 89.33 90.01
5 ]93.11 98.97 86.81 83.98 85.37 |94.00 99.10 88,53 85.85 87.17
Avg | 92.67 98.79 86.09 80.33 82.68 | 93.74 98.96 88.13 82.84 84.97
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Table 5. The Result of XGBoost
S 39 wiiten 31 ookl gy S 39 iten 31 ool b
Fold | AUC Acc. Recall Prec. F-Meas.| AUC Acc. Recall Prec. F-Meas.
1 9313 9828 87.72 59.70 71.05 |9490 98.38 91.25 60.79 72.97
2 9331 99.09 87.02 90.10 8854 |94.37 99.19 89.13 90.51 89.82
3 19424 9921 88.87 90.09 89.47 |94.98 99.28 90.33 90.54 90.44
4 19296 99.05 86.35 89.06 87.68 | 94.81 99.21 90.04 89.75 89.89
5 19413 99.11 88.77 8598 87.36 |95.16 99.26 90.74 88.31 89.51
Avg | 9355 98.95 87.75 8299 84.82 |94.84 99.06 90.30 83.98 86.53




o3l (6525 (Kileo Jo g5lw o0y i F Jga
Table 6. The Result of Simple Average Method
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Fold | AUC Acc. Recall Prec. F-Meas.| AUC Acc. Recall Prec. F-Meas.
1 |9356 99.12 87.72 78.39 8279 | 9437 99.18 89.31 79.27 83.99
2 19384 99.14 88.08 90.31 89.18 | 94.32 99.20 89.03 90.85 89.93
3 | 9469 99.25 89.77 90.28 90.02 | 95.21 99.31 90.79 90.85 90.82
4 | 9372 99.12 87.87 89.42 88.64 | 94.22 99.17 88.85 89.98 89.41
5 9478 99.23 90.00 88.12 89.05 | 95.35 99.29 91.11 88.73 89.91
Avg | 94.12 99.17 88.69 87.30 87.94 | 94.69 99.23 89.82 87.94 88.81
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Table 7. The Result of Weighted Average Method
S 79 w3l ooliiwl gy S P9 st )l ooliiwl b
Fold | AUC Acc. Recall Prec. F-Meas.| AUC Acc. Recall Prec. F-Meas.
1 9392 99.15 88.42 78.78 83.32 |94.90 99.22 90.37 79.76 84.73
2 9395 99.15 88.29 90.43 89.34 | 94.65 99.23 89.66 91.14 90.40
3 (9481 99.26 90.00 90.40 90.20 | 9556 99.34 9146 91.15 91.31
4 19383 99.13 88.09 89.55 88.81 | 9455 99.21 89.50 90.28 89.89
5 19491 99.25 90.25 88.25 89.24 | 9572 99.33 91.85 89.07 90.44
Avg | 9428 99.19 89.01 87.48 88.18 | 95.08 99.27 90.57 88.28 89.35
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Table 8. the comparison of total results of four proposed methods and other three common methods

S P9 it 31 oolaiwl (9 S 29 e 3l ool b
Method AUC Acc. Recall Prec. F-Meas| AUC Acc. Recall Prec. F-Meas.

Naive base 86.87 95.53 74.62 77.44 70.85 |87.60 98.43 75.98 78.86 76.91
Random Forest | 88.83 98.51 78.44 78.40 78.42 |90.37 98.65 81.42 8254 81.97
Logistic Regression| 89.92 97.21 79.85 89.84 81.79 | 91.36 98.81 83.36 82.31 82.83
LightGBM 92.67 98.79 86.09 80.33 82.68 | 93.74 98.96 88.13 82.84 84.97
XGBoost 93.55 98.65 87.75 82.99 84.82 | 94.84 99.06 90.30 83.98 86.53
Simple Average | 94.12 99.21 88.69 87.30 87.94 | 94.69 99.23 89.82 87.94 88.81
Weighted Average| 94.28 99.19 89.01 87.48 88.18 | 95.08 99.27 90.57 88.28 89.35
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